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XIll.  Bitcoin and Money Laundering
A. Introduction

Satoshi Nakamoto presented Bitcoin for the first time in 2009
in an essay titled “Bitcoin: A Peer-to-Peer Electronic Cash System,”
and it has since quickly risen to the most popular, decentralized virtual
currency in the world.! Bitcoin is “a new payment system” of digital
money used on a “decentralized peer-to-peer payment network that is
powered by its users with no central authority or middlemen.””
Bitcoin’s current total market cap as of November 30, 2016 is $11.85
billion and Bitcoin has attracted the attention of both small and large
businesses as well as individuals and consumers around the globe.’ As
Bitcoin continues to undergo rapid development and is projected to
make a big impact on society and the global economy, regulators, such
as the Internal Revenue Service (IRS) and the Commodity Futures
Trading Commission (CFTC), have started to pay attention to its
anonymous nature.* For example, Bitcoin is a decentralized currency
that is very different than any traditional types of currency presently
regulated under both federal and state laws.” While there are many
advantages of a decentralized payment system, recent years have
demonstrated that Bitcoin has played a part in illegal criminal
activities, such as money laundering.® As recent case law shows,
deciding how to regulate Bitcoin within the greater regulatory scheme
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of currency and anti-money laundering regulation is tough.’
Lawmakers must strike a balance between hindering criminal activity
and maintaining Bitcoin’s potential growth and increased
advancement.®

This article focuses on Bitcoin in the context of money
laundering over the past few years and discusses previous and future
regulatory action within the virtual currency arena. First, Section B
gives a brief history of Bitcoin and its development, and discusses the
advantages and disadvantages of a virtual payment system. Section C
demonstrates the mismatch of opinions throughout the legal system
about how to define Bitcoin when it is being used in criminal
activities, especially in money laundering. Section D explains previous
regulatory actions that have been taken in the past to try to clarify what
Bitcoin should be defined as. Finally, Section E looks to the future of
regulation of Bitcoin and other virtual currencies, including the
challenges that regulators and lawmakers will face as they decide the
best way to deal with Bitcoin on both a state and federal level.

B. Brief History of Bitcoin and Recent Developments

Bitcoin has quickly risen to the status of “the most popular,
decentralized form of virtual currency in the world.” The rise of
Bitcoin came along with the ongoing “trend of digitizing transfers of
money” for which many financial technology companies strive.'” The
biggest advantage of Bitcoin is the avoidance of the “double-
spending” problem, which is “the risk that a person could concurrently
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send a single unit of currency to two different sources.”'' Many virtual
currencies face the “double-spending” problem because of the ease of
duplicating virtual currency already used in other transactions.'? This
can completely undermine the value of the underlying currency."
Bitcoin has a public ledger that records every transaction and every
single Bitcoin used, thus making it impossible to double-spend the
same Bitcoin.'* Additionally, the Bitcoin network is a decentralized
network, in which no one individual has complete ownership or
control.”” As such, Bitcoin transactions do not require middlemen
services, such as PayPal, eliminating the otherwise time-consuming
and costly process going through a third party to complete a
transaction.'® In addition, Bitcoin has helped to improve access to
capital, lower transaction costs for small business, and provide avenues
for financial innovation.'” For example, international money transfers
usually have to go through a third party, which pockets some of this
money for itself, thus leaving the sender with less money than he or
she intended to send.'® Because there is no middleman, but instead a
public ledger, one can send money globally without having to incur
this additional fee of payment to the third party.'’

However, these same qualities that make Bitcoin “an attractive
payment system” have also paved the way for illegal activities,
including money laundering.”® Bitcoin’s decentralized network means
that users are “pseudonymous”—while every single Bitcoin
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transaction is traceable on a public ledger, it is not tied to anyone’s
identity—thus making the Bitcoin system seriously attractive for
criminal activity.?' Users have found ways to gain access into Bitcoin
exchanges to steal “hundreds of millions of dollars’ worth of bitcoins”
from businesses as well as use the virtual currency for online illegal
drug markets.”? For example, in August 2016, hackers stole about $65
million in Bitcoins from a Bitcoin exchange called Bitfinex, which
ultimately sent the Bitcoin price down over 20 percent.”> Additionally,
the infamous Silk Road, which was shut down in 2014, was the
ultimate black market that traded Bitcoins in exchange for illegal
drugs, fake passports, driver’s licenses, and illegal services, such as
hiring a hit men and hackers.”® The severity of criminal activity
surrounding the use of this virtual currency has alerted regulators and
lawmakers to focus their efforts in formulating an effective solution.”
Such a solution would ideally eliminate Bitcoin’s disadvantages and its
susceptibility to criminal behavior and money laundering while
preserving its otherwise advantageous payment system.*®
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C. Bitcoin and Money Laundering
1. Money Laundering Defined

Money laundering is defined as “the process of creating the
appearance that large amounts of money obtained from serious crimes,
such as drug trafficking or terrorist activity, originated from a
legitimate source.”?’ There are various precautions in place to avoid or
identify money laundering via both state and federal laws.”® Current
federal money laundering regulation is guided by 18 U.S.C. §§ 1956—
57, which makes it “illegal to conduct certain financial transactions
with proceeds generated through specified unlawful activities, such as
narcotics trafficking, Medicare fraud and embezzlement, among
others.”” Financial transactions are defined as “a transaction which in
any way or degree affects interstate or foreign commerce . . . involving
the movement of funds by wire or other means or . . . involving one or
more monetary instruments.”*® Further, monetary instruments are
defined as “coin or currency of the United States or of any other
country.”!

Additionally, regulation is in place to monitor money
transmitters—businesses that transmit funds from one person to
another—who transmit currency in excess of $10,000, usually across
U.S. borders.”* Any money transmitter business or service must obtain
a license to operate and is subject to the Bank Secrecy Act (BSA),
which includes “an obligation to maintain an anti-money laundering
program, as well as registration, reporting and record-keeping
requirements.”> Additionally, it is illegal to operate an unregulated
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and unlicensed money-transmission business under the Patriot Act and
18 U.S.C. § 1960, which states that anyone who conducts an
unlicensed money transmitting business can be fined or subject to up
to five years in prison.”* Money transmitters are also subject to state
licensing regulations, which requires a money transmitting business or
service to register within the individual state as well.*> In addition,
money services businesses (MSB), which includes money transmitters,
are required to file Suspicious Activity Reports (SARs), which
requires an MSB to report a transaction “if the MSB knows, suspects
or has reason to suspect that the transaction...involved funds derived
from illegal activity ... or is designed to evade the requirements of the
Bank Secrecy Act.”*® These money transmitter regulations provide
transparency of businesses transporting currency so as to create a
“significant impediment to the use of illicit profits by narcotics and
others engaged in illegal activities.”’

2. Previous Attempts to Categorize Bitcoin
Within the Money Laundering Scheme

The biggest problem facing regulators with virtual currencies,
such as Bitcoin, is whether virtual currencies fit within the definition
of words such as “currency” or “funds” that are found in federal and
state anti-money laundering statutes and the BSA. More specifically,
courts have struggled with whether Bitcoin are going to be defined as
currency for purposes of regulation and enforcement in criminal
actions.*®

In several landmark cases over the last few years, federal
prosecutors were able to successfully send Bitcoin users to prison on,
among other charges, money-laundering offenses.’’ Most notably, in
United States v. Ulbricht, Ross Ulbricht, the criminal operator of the
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infamous online drug market, Silk Road, was federally prosecuted on
July 9, 2014 and sentenced to life in prison for money laundering, and
other charges.*’ The Silk Road was designed as “an online marketplace
for illicit goods and services” where buyers would purchase illegal
drugs and malicious software in exchange for Bitcoins.*' U.S. District
Judge Katherine Forrest ruled that “funds,” as stated in 18 U.S.C. §
1956(c)(4), includes anything that “can be used to pay for things” and
since Bitcoins were traded for narcotics over Silk Road, “one can
money launder using Bitcoin.”** As stated by Judge Forrest, “Congress
intended to prevent criminals from finding ways to wash the proceeds
of criminal activity” and thus “the money laundering statute is broad
enough to encompass use of Bitcoins in financial transactions.””*

Similarly, in United States v. Faiella in 2014, Robert Faiclla, a
Bitcoin exchanger, and Charlie Shrem, CEO of a Bitcoin exchange,
were both convicted for conspiracy to launder money and operation of
an unlicensed money transmitter business by selling “over $1 million
in Bitcoins to users of ‘Silk Road.””** In this case, U.S. District Judge
Jed Rakoff stated that “bitcoin clearly qualifies as ‘money’ or ‘funds’”
after reading the dictionary definition of “money” as well as the text of
18 U.S.C. § 1960, the statute that prohibits unlicensed money
transmitting businesses.*> Further, the Financial Crimes Enforcement
Network issued a guidance in 2013 that clarified that “virtual currency
exchangers constitute ‘money transmitters’ under its regulation” and
thus because Faiella did not register its business, it was illegally
running the service.*® Both Ulbricht and Faiella appear to reflect an
ideology among judges that Bitcoin should count as currency for
money laundering purposes.*’

Despite some clarity regarding where Bitcoin fits within the
federal money-laundering scheme being provided in 2014, the two
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most recent prosecutions of Bitcoin users in 2016 have shown that it is
still within the judge’s discretion to include or not include Bitcoin in
the statutory scheme.*® In July 2016, in Florida v. Espinoza,*’ Florida
circuit court Judge Teresa Pooler dismissed a money laundering case
on the basis that Bitcoin is not money as defined by both state and
federal regulations.’® Michell Espinoza was prosecuted for his
involvement in the sale of $1,500 worth of Bitcoins to undercover
police officers in Florida.’' Espinoza, via an online Bitcoin exchange,
was engaged in the business of selling Bitcoins in exchange for cash,
explaining to the undercover officers that he made a profit in these
transactions by purchasing Bitcoins for 10 percent under market value
and selling them for 5 percent over market value.’” Further, the
officers told Esponiza that they had intended to use the Bitcoins to buy
stolen credit card numbers and wanted to engage in a subsequent
transaction whereby the officers traded Espinoza a share of the stolen
credit card numbers for more Bitcoins, a transaction that would be
considered an ‘“unlicensed transaction”, and thus illegal under
Florida’s “unauthorized money transmitter” law if Bitcoin counted as
“currency, monetary value, or payment instrument.”® After agreeing
to this transaction, Espinoza was arrested at the meet-up and charged
with illegally engaging in a money transmitting business as well as
money laundering.>*

In her opinion, Judge Pooler explained that while Bitcoin may
have some characteristics in common with what we commonly refer to
as money, the uniqueness of this virtual currency did not neatly fit into
the anti-money laundering statutes.” Judge Pooler pointed to the idea
that Bitcoin cannot always be exchanged for items of value; the fact
that some, but not all, merchants accept Bitcoin as payment; and the
fact that the value of Bitcoin is not as stable as money.® The Court
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held that, therefore, Bitcoin cannot be characterized as money.”’
Further, using statutory interpretation to interpret terms such as
“money,” “currency,” and “payment instruments” in Florida’s
“unauthorized money transmitter” law and anti-money laundering
statute, Judge Pooler ruled that Espinoza’s actions did not violate
either of these laws and thus was not guilty of money laundering.’® In
Judge Pooler’s view, “it is very clear, even to someone with limited
knowledge in [economics], that bitcoin has a long way to go before it
is the equivalent of money.””

However, only two months later, in September 2016, in
Manhattan, U.S. District Judge Alison Nathan ruled that Bitcoin is to
be treated as money for the purposes of hacking attacks made against
J.P. Morgan Chase & Co.’ In United States v. Murgio,®' Murgio and
others were charged with operating Coin.mx, an unlicensed money
transmitting business that exchanged Bitcoins for cash to victims of
hacking attacks.®* These victims had to pay a sum of money, typically
in Bitcoins, to the criminals who hacked them and thus the Bitcoins
exchanged through Coin.mx were used to pay the criminals.” Similar
to Espinoza, the decision turned on the statutory interpretation by the
judge of a federal law that deems the operation of an unlicensed
money-transmitting business a crime.** In her opinion, she discussed
the meaning of the word “fund,” explaining “bitcoins are funds within
the plain meaning of that term” because they can be “accepted as a
payment for goods and services or bought directly from an exchange
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with a bank account.”® These recent cases, coupled with prosecutions
from the past few years, demonstrate that the government is still very
unsure about whether Bitcoin should be afforded the same treatment as
traditional money and currency. Regulators continue to struggle on
how best to regulate Bitcoin in order to optimize the benefits of the
virtual currency while eliminating criminal activity.*

D. Regulation of Bitcoin

1. Recent Clarifications of Bitcoin Within
Money Laundering Regulation

Because Bitcoin is relatively new and users and regulators are
constantly uncovering new ways the technology can be used, the
government has struggled to find a way to fit Bitcoin into the statutory
definitions of currency and other financial instruments.®” In recent
years, several federal regulatory bodies, including the Financial
Crimes Enforcement Network (FinCEN) of the U.S. Department of the
Treasury, the IRS, and the CFTC have released statements regarding
the regulation of virtual currencies in response to the rise in criminal
activities surrounding Bitcoins.®®

On March 18, 2013, FinCEN issued a guidance clarifying the
differences between currency and virtual currency.® It also clarified
the differences between specific entities and persons involved in
virtual currency transactions who are subject to the regulations set
forth in the BSA in an effort to clarify which Bitcoin participants can
be defined as a money transmitter.”’ The guidance defines virtual
currency as “a medium of exchange that operates like a currency in
some environments, but does not have all the attributes of real
currency.””' Many, such as Judge Rakoff in United States v. Faiella,
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have read this to say that Bitcoin should be treated as currency.”
Others, such as Judge Pooler in Florida v. Espinoza, disagree,
demonstrating that despite this classification, discrepancies in its
interpretation still exist.”

On March 25, 2014, the IRS sent out a notice which defined
Bitcoin as a “convertible virtual currency” that “functions as a medium
of exchange” and “operates like ‘real’ currency” but “does not have
legal tender status in any jurisdiction.”’* Thus, Bitcoin and other
virtual currencies are treated as property for federal tax purposes rather
than being treated as actual currency.”” This means that, unlike
currency, any gain made from selling Bitcoins is taxable income that
must be reported on an income tax return. However, the IRS is
currently realizing that this notice has had less impact than expected,
as it is currently investigating Bitcoin users who have seemingly used
Bitcoin to make money while evading taxes.”” More specifically, the
IRS sent a request to Coinbase, “the largest Bitcoin exchange in the
United States,” on November 17, 2016 requesting the “records of all
customers who bought virtual currency from the company from 2013
to 20157 in order to demand back taxes, likely from the largest
customers on the exchange.”® The IRS has discovered that the
“likelihood of underreporting is significant” because Bitcoin
transactions do not go through a third-party, which means there is no
real way to report the transactions and thus makes it easier for
someone to evade taxes.”” This recent discovery by the IRS will most
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likely urge the IRS to further define Bitcoin and other virtual
currencies so as to close the gap of illegal activities.™’

In September 2015, the CFTC issued an order finding that
Bitcoin and other similar virtual currencies are to be defined as
commodities.?’ The implications of this order means that the CFTC
now has jurisdiction to provide oversight and subject Bitcoin trading
of futures and options contracts to CFTC regulations.®” This order was
filed simultaneous to the CFTC settling charges against Coinflip, Inc.,
%3 a Bitcoin options trading platform that was illegally connecting
Bitcoin option contract buyers and sellers.** Coinflip, Inc. consented to
the order and is now regulated by the CFTC and will have to remain in
compliance with the Commodity Exchange Act (CEA) and CFTC
regulations in order to remain as a legal commodity options facility.*’
More recently, CME Group, the largest futures exchange operator in
the world, “launched a pair of indexes designed to track” the price of
Bitcoin in the hopes of boosting the virtual currency’s visibility in the
market.*® Currently, trading Bitcoin is less accessible because there are
dozens of Bitcoin exchanges, a trader has to set up an account on each
individual exchange, and many are hesitant to trade Bitcoin because of
its past involvement in illegal activities.” However, if CME’s index
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leads to greater transparency of the virtual currency, it is possible that
this could lead to “futures contracts that would make it easier for both
professional and individual investors to trade bitcoin.”®® This in turn
could possibly lead to Bitcoin gaining more credibility as a viable
virtual currency and open the door for many other avenues of positive
influence.®

2. The Future of Bitcoin

As with all new technology, Bitcoin has attempted to grow
since its inception in 2009 to become a mainstream crypto-currency
that goes beyond the sphere of what paper currency offers the world.
The biggest issue facing Bitcoin currently is that “the same attributes .
. . that attract lawful users, such as the capacity for anonymity as well
as their speed and global reach, attract criminal actors engaged in illicit
financing.” *° It might be necessary now for regulators to focus heavily
on the proper classification of the virtual currency within the anti-
money laundering scheme in order to combat illicit activities
associated with Bitcoin. Such clarity could benefit the world, as
Bitcoin has the potential to improve human welfare if the criminal
consequences could be properly minimized by appropriate
regulation.”’

One possible answer would be to regulate Bitcoin out of
existence or outlaw it completely, as other countries such as Russia
and China have sought to do.”” Proponents of this solution are more
concerned about the anonymity of the decentralized network enabling
criminals to easily launder money rather than the many advantages of
Bitcoin.” However, many legislators are quick to point out that paper
money, like Bitcoin, also can be used in illegal transactions, yet
regulating paper bills out of existence has yet to be suggested.”
Further, because of the decentralized virtual network that Bitcoin
operates over, it is likely impossible to completely shut down the
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network even if it becomes outlawed.” This has the potential to
completely hinder the advantages of Bitcoin by virtually banning any
legal uses of Bitcoin while encouraging illegal activities to continue
over a network that will continue to run unregulated.’®

A more balanced approach would be to focus on where
illegality within the Bitcoin market lies and try to specifically regulate
those instances. The issue lies, as seen in cases such as Ulbricht,
Faiella, and Espinoza, with Bitcoin companies that exchange this
cryptocurrency for real currency.”’” Thus, regulation should target
institutions that allow these types of transactions by subjecting them to
money transmitter regulations.”® If Bitcoin exchanges are identified as
money transmitters, they will be required to file SARs, which would
“allow government agencies to ascertain the identity of any individual
who converts Bitcoins into at least $10,000.”” Therefore, a reduction
in potential criminal activity would likely occur because criminals
could no longer stay anonymous in the Bitcoin framework.'® This
progress is already reflected in the ability of the New York State
Police to trace “bank deposits back to a number of drug deals
conducted in Bitcoin on an online drug market” after receiving
information via SARs.'”" Because this would only target Bitcoin
institutions who deal in real and virtual currency transactions, other
exchanges that simply exchange Bitcoin for goods will remain
relatively untouched and can continue to thrive as a quick and cheap
method of exchange.'”

This might be a better solution than attempting to regulate the
Bitcoin economy as a whole. Certain state regulations have seen the
backlash from Bitcoin startups when regulation appears too
overinclusive. The New York Department of Financial Services
(NYDFS) developed new money-transmitter regulations in a
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framework called ‘BitLicense,” effective August 8, 2015, which
explicitly regulated virtual currencies like Bitcoin.'” However, rather
than the influx of applications for a BitLicense that regulators hoped
for, it appeared that many Bitcoin startups decided to stop servicing
the New York area.'” Along with an application cost of $5,000, the
BitLicense also required extensive paperwork that required the help of
lawyers to understand, thus adding to the cost.'® The biggest critics of
this regulation stated that “Bitcoin was intended to give people true
control and access to their money,” but restrictions such as BitLicense
try to centralize an otherwise decentralized network.'*

Nonetheless, with the potential influence from the CME index,
one might predict that Bitcoin will become a more generally accepted
form of virtual currency in the future. In addition to CME, Cameron
and Tyler Winklevoss have recently chosen State Street Corp. “to help
them launch a new exchange-traded fund” (ETF) based on Bitcoin.'"’
If the SEC approves the ETF, this could be another step in the
transparency and acceptance of Bitcoin technology.'® As more
products emerge backed by Bitcoin technology, the more widely
accepted the use of this virtual currency will become. In addition,
stabilizing the more erratic nature of the market price of Bitcoin would
likely lead to even more acceptance among investors and potential
extend beyond the financial world.'"”

E. Conclusion
Bitcoins’ revolutionary technology certainly brings a new

level of innovation to business, payment systems, and communication
across the world. However, just as many technological developments

103 Karen Freifeld, NY Regulator Issues First License for Bitcoin Company,
REUTERS  (Sept. 22, 2015), http://www.reuters.com/article/us-Bitcoin-
regulations-idUSKCNORM 1TP20150922 [https:/perma.cc/SH4N-CQQO9].

104 See Daniel Roberts, Behind the “Exodus™ of Bitcoin Startups From New
York, FORTUNE (Aug. 14, 2015), http://fortune.com/2015/08/14/bitcoin-
startups-leave-new-york-bitlicense/ [https://perma.cc/T3K5-9S2F].

105 Id.

106 1d.

197 Paul Vigna, Winklevoss Brothers Choose State Street to Help Launch
Bitcoin ETF, WaLL ST. J (Oct. 18, 2016), http://www.wsj.com/
articles/winklevoss-brothers-choose-state-street-to-help-launch-bitcoin-etf-
1476825213 [https://perma.cc/CK49-LUWT].

108 |d

109 See id.



174 REVIEW OF BANKING & FINANCIAL LAW VoOL. 36

from the past, the advantages of a virtual currency payment system
also faces the threat from criminal activities occurring over a
pseudonymous network where there is virtually no current regulation
to cover illegal transactions. Legislative changes are certainly
forthcoming, as states and federal regulators have already taken steps
to define Bitcoin in the regulatory scheme. The biggest challenge will
be to regulate Bitcoin without hindering the potential for growth.
While there is almost always certainly a chance that Bitcoin, like any
new technological venture, could fail or be pushed out of existence by
a newer, more innovative technology, policymakers must be careful
not to hinder a technology that could change the way our global
economy functions. Based on the most recent innovation of CME
announcing two Bitcoin indexes, pushing this virtual currency out of
existence seems unlikely. Instead, CME has hopefully started a radical
change in bringing more transparency to Bitcoin so that regulators and
potential users better understand and appreciate this technology.
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