
The	Other	95%:	
The	Unsecure	Internet	You	Don’t	Know	About



Internet	Protocol
Manipulations

Sharon	Goldberg

BGP:	Border	Gateway	Protocol
DNS:	Domain	Name	System



Qwest/
Centurylink

Atrato

Endpoint in
Denver, CO, USA

Endpoint in
Denver, CO, USA

USAAbroad

BGP	manipulation	from	July	2013



Qwest/
Centurylink

Atrato
AS 6677
Siminn

(Iceland)

Endpoint in
Denver, CO, USA

AS 174
Cogent

Endpoint in
Denver, CO, USA

AS 48685
Opin Kerfi

USAAbroad
206.51.64.0/19

AS 22561

BGP	manipulation	from	July	2013



206.51.69.0/24
AS 6677, AS 48685

Qwest/
Centurylink

Atrato
AS 6677
Siminn

(Iceland)

Endpoint in
Denver, CO, USA

AS 174
Cogent

Endpoint in
Denver, CO, USA

AS 48685
Opin Kerfi

USAAbroad
206.51.64.0/19

AS 22561

BGP	manipulation	from	July	2013



206.51.69.0/24
AS 6677, AS 48685

Qwest/
Centurylink

Atrato
AS 6677
Siminn

(Iceland)

Endpoint in
Denver, CO, USA

AS 174
Cogent

Endpoint in
Denver, CO, USA

AS 48685
Opin Kerfi

USAAbroad
206.51.64.0/19

AS 22561

BGP	manipulation	from	July	2013



Recursive
Resolver

What’s the IP of 
facebook.com?

69.63.176.13.

Facebook server 
IP 69.63.176.13 

USA Abroad The	DNS

fb traffic



Recursive
Resolver

Facebook server 
IP 69.63.176.13 

Bogus server 
IP: 6.6.6.6

USA Abroad

fb traffic

DNS	Manipulation



DNS Cache 
Poisoner

Recursive
Resolver

Facebook server 
IP 69.63.176.13 

USA Abroad

Mailserver

DNS	Manipulation

fb‘s IP?

fb‘s IP? It’s 6.6.6.6!



DNS Cache 
Poisoner

Recursive
Resolver

What’s the IP of 
facebook.com?It’s 6.6.6.6.

Facebook server 
IP 69.63.176.13 

Bogus server 
IP: 6.6.6.6

USA Abroad

Mailserver

DNS	Manipulation

fb traffic



Visit	www.bu.edu/federal
for	more	information	and	copies	of	today’s	presentation


